January 10, 2020
U.S. Department of Commerce
1401 Constitution Avenue NW
Washington, DC 20230
RE: Proposed Rule on Securing the ICTS Supply Chain, 15 CFR Part 7, RIN 0605-AA51
On behalf of the undersigned organizations, representing a diverse coalition of taxpayer and consumer advocacy groups, we
Technology and Services Supply [ICTS] Chain” (RIN 0605-AA51).1 The proposed rule would grant the Secretary of Commerce
harming domestic and global commerce as well as technological innovation.
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granting federal regulators an unrestrained right to control or halt the activity of American businesses. Both the proposed
3

transfer, installation, dealing in, or use of any information and communications technology or service.” As the Department
broad view of these terms, the Department could evaluate or regulate just about any business activity that involves the use of
technology. In the 21st century, this plainly means any business activity.

adversary,” including the Secretaries of State, Defense, and Homeland Security, along with the Attorney General and the United
States Trade Representative. Countries that are not considered adversaries in war or combat by the Secretary of State or Defense,
for example, may be considered adversaries in international commerce by the United States Trade Representative. Would the

American companies, that seeks to harm those companies for business reasons rather than genuine security concerns.

immediately cease the use of the ICTS that poses the undue or unacceptable risk.” The proposed rule, therefore, gives the
Secretary broad powers to interfere with and even halt U.S. commerce.

This touches every part of America’s world-leading communications and information technology sectors.
These are not hypothetical concerns. Just last year, the Commerce Department suggested that U.S.-built cars manufactured in
foreign-owned factories are a threat to American national security.4 This far-fetched allegation was contained in a Section 232
Retrieved

1

2

(Accessed January 7, 2020.)
(Accessed January 7, 2020.)

3

4

(Accessed January 7, 2020.)

(Accessed January 7, 2020.)
-

investigation, the report for which has never been made public. The Commerce Department’s goal should be to encourage
commerce, not to impose sweeping regulations that would strangle it.
Based on all of the above concerns, we believe the best course of action for the Department is to withdraw this proposed
rule. The proposal, if enacted, not only contains a number of alarming provisions at present, but could be expanded by future
administrations intent on growing the size and scope of government.
Absent a withdrawal, the Department should, at a minimum, consider several changes to the proposed rule that would limit
its impact on American commerce:

• Providing prudent guardrails for the Secretary in creating and updating the list of foreign adversaries, so
nations the U.S. has recently had trade disputes with are not deemed adversaries by the Secretary (or other

evaluation of a transaction, including (but not limited to) who may and may not submit information, how
the information should be submitted, and how the Secretary will determine whether the information is
• Better estimations for taxpayers and stakeholders of the scope, scale, and cost of the Secretary’s intended
• Establishing a clear and fair appeals process for American companies whose transactions become subject to
• Creating thoughtful safe harbors that reduce the regulatory costs and burdens particularly for small entities,
while maintaining the proposed rule’s stated focus on protecting national security interests.
We stand ready to assist on any and all of the above changes, and are eager to work with the Department should it withdraw
the proposed rule. We appreciate your time and consideration.
Sincerely,
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